Contrary to initial hopes of its founders, the increased economic, social-cultural and political importance of "cyberspace" has led to substantial state regulation of it. The issue of transborder data traffic therefore requires the cooperation of nation states which, however, encounters many difficulties. The established literature on the regulation of disputes in transatlantic data transmissions focuses on the importance of values, norms, and discourse in a constructivist perspective. Building on an analysis of three illustrative case studies (the "Safe Harbor" agreement between the U.S. and the EU that was meant to provide a framework for firms in the face of different standards of private sector data protection between the two areas; the dispute between the U.S. and the EU about the transmission of airline passengers' personal data; and the controversy between the U.S. and European institutions about the confiscation of financial transfer data), this paper argues that an approach that combines the analysis of "frames" with that of interests and institutions can better account for the diversity in outcomes. The cases also demonstrate that initial expectations for a "policy transfer" of EU privacy standards to the U.S. did not materialise. The paper concludes by offering speculations about conditions conducive to the emergence of an international regime on privacy and data protection.
Introduction
This paper 1 analyses the politics of transborder data flows in a transatlantic perspective by looking at three case studies related to the issue of privacy and data protection: the agreement between the United States and the European Union to bridge the differences in privacy approaches in e-commerce ("Safe Harbour"), the dispute between the same two actors about the handing over of passenger name records (PNR) in transatlantic flights originating in the European Union, and their controversy regarding the secret confiscation of the data about international financial transfers within the SWIFT network through the U.S. administration.
The political science literature that has covered the topic of transborder data flows has so far focused on the case of the "Safe Harbour" agreement and has analysed it from a constructivist point of view, emphasizing the importance of values, norms, and discourse for the outcome reached in the negotiations. The agreement between the United States and the European Union, whose main aim was to provide a framework for firms that would enable them to engage in electronic commerce across the Atlantic in the face of different standards of private sector data protection rules between the two areas was generally hailed as a constructive compromise that owed more to attempts at mutual understanding then to power and a perspective on interests.
The present paper challenges this line of interpretation. It points to the differences in outcomes if one looks beyond the "Safe Harbour" case and the apparent absence of compromise and constructive discourse in the cases of the passenger name records and financial transfer data disputes. Here, signs of ad-hoc agreements, unilateral action and even imposition are far more in display than would be expected from a constructivist perspective, and the paper argues that an approach focusing on (actors' divergent) interests and institutional factors is better suited to explain the dynamic of international interaction in the cases under consideration. This is all the more so since an evaluation of the "Safe Harbour" case through this perspective can also offer interesting insights. The approach taken in this paper thus seems better suited to offer a general explanation of the politics of transborder data flows.
After an introductory part that looks at aspects of the development of state regulation of transatlantic data flows, the paper proceeds to offer narratives of the three policy episodes in some detail, with a focus on initial positions and the outcome of the negotiations. In the analytical part, the paper attempts to offer an explanation for the differences in the outcomes of the case studies. Differences in the "framing" of issues between the actors as well as differences in interests play a role, but both are influenced by deeply rooted differences in the conceptualisation of privacy. The paper concludes with a section offering some speculative thoughts about the conditions under which the EU data protection regulations could spread and provide the seed for an international regime in this policy area.
Regulating the Internet
Today, the internet today is undoubtedly of major importance for transactions of a commercial nature ("e-commerce"). However, its origins are quite different. In the early 1970s, DARPA (a branch of the U.S. Department of Defense) initiated work on a decentralised communication network that would be resistant to a massive attack, and in the mid-1980s the U.S. National Science Foundation (NSF) initiated further development of a backbone communication infrastructure primarily for research purposes, linking major national research sites and their networks into what eventually became known as the "internet". 2 Development and use were driven by a relatively small community of experts, and consequently little regulation was necessary. What rules there were emanated from egalitarian discussion processes, relations were largely based on trust, and what little hierarchies there were on recognized expertise.
In the early 1990s, when internet use became more widespread under such terms as "information superhighway" or "Global Information Infrastructure" (GII), the founding generation of the internet dreamt of a future without state influence and regulation on this communication tool that began to span the globe. Organisations like the "Electronic Frontier Foundation" (EFF), set up by technologists and exponents of the counter-culture in 1990, deliberately invoked myths of the founding fathers of the United States when they claimed to stand at a "digital frontier", fighting to protect rights online. Their utopian idea was that of the new medium as a tool for world improvement and liberty, free from imposed regulation. As John Perry Barlow, a founding member of the EFF and sometime lyricist for the 1960s cult band The Grateful Dead put it in exemplary fashion in a "Declaration of the Independence of Cyberspace" in 1996, when commercialisation and imposed regulation threatened to alter the free-wheeling spirit that had prevailed until then: "Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You have no sovereignty where we gather.
We have no elected government, nor are we likely to have one, so I address you with no greater authority than that with which liberty itself always speaks. I declare the global social space we are building to be naturally independent of the tyrannies you seek to impose on us. You have no moral right to rule us nor do you possess any methods of enforcement we have true reason to fear." 3 However eloquently stated, this and other comparable manifestos could do little to prevent the eventual imposition of state regulation upon "cyberspace". The reason is that the internet simply became too important for states to ignore because it interfered with their rules and laws -in many ways. In 1996, for example, U.S. based Playboy magazine was granted an order from a court in New York against a company based in Italy that had created an internet site featuring the name Playmen on the grounds that -since the website was accessible to viewers in the United States -this constituted a violation of a judgement from 1981 that had banned the Italian company from distributing its Playmen magazine in the United States on trademark grounds. The Italian company was ordered to revise its internet site so that all subscription requests from potential United States customers would be denied. In 2000, a French court ruled that the U.S. based internet company Yahoo! had to prevent French citizens from accessing auction sites that were selling Nazi and Ku Klux Klan memorabilia, because a French law prohibits the selling or display of anything that incites racism. Similarly, Germany exerted pressure on the U.S. based auction site eBay not to sell Nazi memorabilia -even though in the United States it is legal to do so for freedom of speech considerations. Both companies eventually complied with the requests, although Yahoo! first sought a ruling from a U.S. court that the French judgement was not enforceable, only to then ban all its customers from buying or selling Nazi paraphernalia, and in addition claiming that this move had nothing to do with the legal threats from France (which included a fine of 100 000 French francs per day of non-compliance). 4 Complying, both Yahoo! and eBay had probably calculated that they stood to lose more from adverse PR and legal costs than they profited from the respective sales, and that they could gain more from concentrating on the sale of non-controversial goods and the growth of their business in both the United States and Europe.
Indeed, e-commerce has been among the fastest growing business areas over the last decade: retail e-commerce in the United States grew at a rate of 28.1% in the first quarter of 2004, when total retail only grew by 8.8%; internet sales in the EU totalled $86 bn. in 2001, and U.S. consumers are expected to spend $120 bn. in 2004; total e-commerce, which also includes business-to-business transactions, amounted in the United States to $1080 bn. in 2001, and to $430 bn. in the European Union. 5 Given this degree of economic volume, access to each other's e-commerce markets was of great importance to both the United States and the European Union. But the problem of divergent laws and regulations became ever more pressing in the new context of commerce in cyberspace, as cross-border transactions made the mismatch between boundless economic space and territorially based jurisdictions very clear. And since much of e-commerce is concerned with the exchange of information, this was particularly acute in the area of privacy and data protection, where substantially different approaches to regulation had been employed on both sides of the Atlantic.
In the United States, privacy protection through statutory law is not very highly developed. Although there is a long-standing debate about the subject, starting in the late 19th century with the pathbreaking contribution by Warren and Brandeis (1890) , the legal situation has been characterized by experts as a "patchwork quilt" (Holvast et al. 1999 : USA-1), "at best a thin patchwork" (Froomkin 2000 (Froomkin : 1539 or as "fragmented, ad hoc and narrowly targeted to cover specific sectors and concerns" (Shaffer 1999: 422) . 6 With no comprehensive privacy legislation in place and unwilling to produce one, yet in recognition of the fact that privacy protection is imperative if e-commerce is to succeed, the United States approach focused on self-regulation by the industry. As the "Framework for Global Electronic Commerce", co-authored by President Clinton and Vice-President Gore and published by the White House in July 1997, put it: "Americans treasure privacy, linking it to our concept of personal freedom and well-being. Unfortunately, the GII's great promise -that it facilitates the collection, re-use, and instantaneous transmission of information -can, if not managed carefully, diminish personal privacy. It is essential, therefore, to assure personal privacy in the networked environment if people are to feel comfortable doing business.
[. . . ] The Administration supports private sector efforts now underway to implement meaningful, consumer-friendly, self-regulatory privacy regimes. These include mechanisms for facilitating awareness and the exercise of choice online, evaluating private sector adoption of and adherence to fair information practices, and dispute resolution." (Clinton and Gore 1997) In Europe, the approach taken was quite different. Beginning in the early 1970s, countries such as Germany, Sweden, France, and Denmark had started to introduce legislation on "data protection", and this had spread across the continent. The legislation aimed to prevent threats to privacy emanating from the introduction of computer based technologies -such as vast databases -and was focused on the right to protect one's own data. 7 National data privacy protection regimes varied across the member states of the European Union, however, which could be a potential obstacle for trade between them and hamper the development of e-commerce.
As a consequence, the European Union "Directive 95/46/EU on the Protection of Individuals with Regard to the Processing of Personal Data and the Free Movement of Such Data" was passed in October 1995 after five years of negotiations and entered into 6 More comprehensive comparisons of international privacy regulations can be found in Michael (1994) and Electronic Privacy Information Center and Privacy International (2004). 7 For overviews of the legal developments in Europe see the contribution by Viktor Mayer-Schönberger in the volume edited by Agre and Rotenberg (1997) and Bennett (1992) , especially the tables on pp. 57 and 59.
force in October 1998. While the Directive makes it clear that henceforth "given the equivalent protection resulting from the approximation of national laws, the Member States will no longer be able to inhibit the free movement between them of personal data on grounds relating to the protection of the rights and freedoms of individuals, and in particular the right to privacy" (preamble section 9), it also introduced regulations that made transfer of such data to third countries (i.e. outside the European Union) dependent on "an adequate level of protection" there (article 25). In other words, while facilitating trade within the EU, the Directive could potentially become a serious obstacle to electronic commerce with countries outside Europe (such as the United States), if their level of privacy protection was judged to be not adequate.
3 Transatlantic privacy dispute I: e-commerce and the "Safe Harbour" agreement Given the amount of trade and economic interdependence between the EU and the United States, one would expect negotiations about the topic of transatlantic data flows to have been taken up immediately after the Data Protection Directive had been passed in 1995. 8 However, that was not the case. Rather, the initial U.S. reaction was quite nonchalant, assuming that the exemption clauses of article 26 of the Directive would leave data flows unimpeded. Real discussions only started in the first half of 1998 when the U.S. administration realised that this might not be the case. Initially both sides took negotiation positions that can be described as insisting on their own approaches and demanding from the other side to adopt that. EU officials suggested they would only be satisfied if the United States introduced appropriate formal legislation and authorities to protect privacy. The United States further pursued its strategy, laid down in the "Framework", to rely on independent privacy auditing agencies that would award seals for websites, and White House e-commerce policy architect Ira Magaziner expressed hope that spreading this approach internationally would diffuse the disagreement with the European Union. Take-up of this approach, however, was very low even in the United States themselves: hardly any companies applied to agencies like TRUSTe or BBBOnline for their seal, which reinforced the EU Commission's skepticism about the unworkability of the American approach of self regulation.
Both sides' positions seemed incompatible at that time, and it was hard to see how a compromise could be reached. But the increasingly tense situation started to induce some movement. U.S. industry began to recognize that the EU was chiefly concerned with the lack of an enforcement mechanism in U.S. self regulation, and together with U.S. policymakers' threats that legislation would not be ruled out if take-up rates of the certification mechanisms remained low, this started to change the situation. In addition, the federal government started to step up the enforcement of regulations on unfair or deceptive company privacy principles.
Notice: Organizations must notify individuals about the purposes for which they collect and use information about them. They must provide information about how individuals can contact the organization with any inquiries or complaints, the types of third parties to which it discloses the information and the choices and means the organization offers for limiting its use and disclosure.
Choice: Organizations must give individuals the opportunity to choose (opt out) whether their personal information will be disclosed to a third party or used for a purpose incompatible with the purpose for which it was originally collected or subsequently authorized by the individual. For sensitive information, affirmative or explicit (opt in) choice must be given if the information is to be disclosed to a third party or used for a purpose other than its original purpose or the purpose authorized subsequently by the individual.
Onward Transfer (Transfers to Third Parties): To disclose information to a third party, organizations must apply the notice and choice principles. Where an organization wishes to transfer information to a third party that is acting as an agent, it may do so if it makes sure that the third party subscribes to the safe harbor principles or is subject to the Directive or another adequacy finding. As an alternative, the organization can enter into a written agreement with such third party requiring that the third party provide at least the same level of privacy protection as is required by the relevant principles.
Access: Individuals must have access to personal information about them that an organization holds and be able to correct, amend, or delete that information where it is inaccurate, except where the burden or expense of providing access would be disproportionate to the risks to the individual's privacy in the case in question, or where the rights of persons other than the individual would be violated.
Security: Organizations must take reasonable precautions to protect personal information from loss, misuse and unauthorized access, disclosure, alteration and destruction.
Data integrity: Personal information must be relevant for the purposes for which it is to be used. An organization should take reasonable steps to ensure that data is reliable for its intended use, accurate, complete, and current.
Enforcement: In order to ensure compliance with the safe harbor principles, there must be (a) readily available and affordable independent recourse mechanisms so that each individual's complaints and disputes can be investigated and resolved and damages awarded where the applicable law or private sector initiatives so provide; (b) procedures for verifying that the commitments companies make to adhere to the safe harbor principles have been implemented; and (c) obligations to remedy problems arising out of a failure to comply with the principles. Sanctions must be sufficiently rigorous to ensure compliance by the organization. Organizations that fail to provide annual self certification letters will no longer appear in the list of participants and safe harbor benefits will no longer be assured. The logjam in the negotiations was only overcome, however, when the American lead negotiator David Aaron suggested the concept of a "Safe Harbour", i.e. a set of principles to which companies would be able to subscribe and which would be considered "adequate" under the EU Directive. This proposal transformed the negotiations, because it pointed out a way how EU substantive concerns about privacy protection could be achieved without the United States having to pass comprehensive privacy legislation and setting up respective institutions. While some EU member states remained skeptical, an agreement was eventually reached between the United States and the European Commission along the lines suggested by Aaron. Companies would be able to self-certify annually that they met the agreed set of seven privacy principles (see Table 1 ) 9 on data protection issued by the U.S. Department of Commerce. The Federal Trade Commission would maintain a list of complying organisations on its website, and failure to comply would be actionable under the Federal Trade Commission Act. In return, the European Commission issued a finding of adequacy of this procedure under the Data Protection Directive.
The "Safe Harbour" agreement was thus neither a recognition of the previous U.S. system by the European Union, nor was it an extension of the EU system of formal legislation combined with state privacy commissioners. Rather it is qualitatively different from both and a new system that was hailed by many observers as particularly adequate for the conditions of incongruity between economic and political space and the problem of regulatory spill-over across jurisdictions.
Transatlantic privacy dispute II: Terrorism and Passenger Name Records
But if hopes had been expressed that the "Safe Harbour" solution would be a model of future solutions for problems of this kind (see, for instance, Farrell (2003: 297) ), then such assessments will likely have to be reevaluated in the light of another, more recent, dispute between the two parties, namely that about airline passenger name records or PNRs. A PNR is a file created by an airline for each journey a passenger books, is usually held in a Computerized Reservation System (CRS) and contains the name of the traveler, details of flights, hotels, car rentals, and other travel services. But it can also contain residential and business postal and e-mail addresses as well as phone numbers, credit card details, and names and personal information of emergency contacts. Furthermore, through billing, meeting, and discount eligibility codes, PNRs also contain information about memberships and organizational affiliations, they can contain religious meal preferences and details on physical and medical conditions. PNRs must therefore be regarded as sensitive personal information. 10
After the attacks of September 11, 2001, the United States decided to use PNR data in their fight against terrorism. On 19 November 2001, Congress passed the "Aviation and Security Act" which required airlines operating passenger flights to, from or through the United States, to provide the U.S. Bureau of Customs and Border Protection (CBP) before take-off or at least 15 minutes after departure with electronic access to PNR data contained in their reservation and departure control systems. Since PNRs contain personal data, this fell under the EU Data Protection Directive and thus required negotiations between both sides.
After a provisional agreement in March 2003 -allowing European carriers to provide PNRs without being penalised in the EU for this -negotiations took place throughout 2003 between the European Commission's Directorate-General for the Internal Market (which is responsible for data protection) and the U.S. Department of Homeland Security about these data transfers. The goal of the U.S. side was set out in a State Department document as negotiating "an agreement with the EU that gives CBP and TSA [Transportation Security Administration, A.B.] permanent access to PNR data" after which such access should be won on a global basis. 11 In other words, complete access to foreign PNR data should be granted, without any control. The EU found these demands unacceptable, as its Internal Market commissioner Frits Bolkestein made clear repeatedly. In a speech given before the European Parliament's Civil Liberties committee on 9 September 2003 he declared that so far the Commission could not regard the requirements of "adequate protection" under the Data Protection Directive to have been met and pointed out four principal shortcomings in the negotiations up to then: 12 -that the U.S. was not prepared to limit the use of PNRs to terrorism and terrorismrelated crimes;
-that 39 PNR elements were required by the U.S. which was "not proportionate to the purpose";
-that the U.S. still demanded a very long PNR data storage period of 6 to 7 years; 13 -and that there was "insufficient legal bindingness of the U.S. undertakings" (i.e. that the rights agreed were not actionable before U.S. courts). -PNR data could be used for "preventing and combating: 1. terrorism and related crimes; 2. other serious crimes, including organised crime, that are transnational in nature; and 3. flight from warrants or custody for the crimes described above";
-34 PNR elements would be transmitted (see Table 2 );
-PNR data storage would be for 3.5 years, after which data which had not been accessed during that period would be destroyed, but other data kept for an additional 8 years;
-complaints about the handling of PNRs could be made "in writing" to the Chef Privacy Officer of the Department of Homeland Security who "will review the situation and endeavour to resolve the complaint".
Furthermore, the data given to the CBP can be shared within the Department of Homeland Security (DHS), which is a vast umbrella organisation encompassing 22 formerly independent federal agencies (including the CBP) with more than 170 000 employees (Kettl 2004) . Assurances by the DHS against "bulk sharing" of data with other federal agencies are thus of questionable value. Consequently, the agreement met criticism from the working party of EU national data protection officers 14 and from the European Parliament, which had already been very SWIFT is an industry-owned cooperative incorporated under Belgian law that has been providing services to the international financial industry through a transfer message service since its foundation in 1973. It has upwards of 8000 financial institutions as customers in more than 200 countries, and is routing up to 12 mio. transactions per day which have a volume of up to 6 trillion US-Dollars. In short, SWIFT is the backbone through which all formal international financial transactions are being carried out, not least because it is the only such service that exists. Since the messages relayed contain personal data as well as potentially strategic business data, they are highly relevant in terms of privacy.
After the terrorist attacks on the United States on September 11, 2001, the U.S. administration decided to seek access to these transaction data for the purposes of their "Terrorist Finance Tracking Program" (TFTP). 15 Initial plans to do so covertly were vetoed by the U.S. Treasury (UST), and the administration decided to seek access to the data through direct contact with SWIFT. It did so by serving subpoenas which mandated SWIFT to hand over data for the purposes of terrorist investigations. These subpoenas were directed to the SWIFT data processing centre in the United States, one of two data processing centres the company operates. 16 Data are mirrored between both for backup purposes and kept for 124 days. As a result, the data content in both centres is the same, and data accessible in the United States include data emanating from business in the European Union and elsewhere around the globe.
Although it is neither a payment nor a settlement system, SWIFT is (by agreement of the central banks of the G-10 countries) supervised by the National Bank of Belgium as the lead overseer in cooperation with the other G-10 central banks. According to press reports, 17 SWIFT demanded guidance from the Belgian, British, United States and European Central banks on how to proceed with the subpoenas, but received none. SWIFT thus saw itself as having to choose between three options: 18 1. comply with the subpoenas (without obtaining any privacy protections); 2. refuse to comply and risk that the UST would enforce the subpoenas via a court action (which would have most likely resulted in SWIFT losing any ability to obtain privacy protections); or 15 The narrative of the events described here is based on Lichtblau and Risen (2006) 3. choose to negotiate with the UST to obtain the best level of privacy protection.
SWIFT chose option 3 and negotiated privacy protections with the U.S. Treasury, 19 but then handed over the data. The amount of data obtained by the U.S. Treasury is disputed: while the New York Times quotes two sources (among them then U.S. Treasury Secretary John Snow) as saying that SWIFT had agreed to hand over "all the data", i.e. "the entire Swift database", the Canadian Privacy Commissioner's report (paragraph 34) quotes SWIFT as denying that and stating that "it has only ever transferred information pursuant to the subpoenas in accordance with the agreement between it and the UST." While the amount of data passed on from SWIFT is thus unclear, SWIFT certainly did not notify its member institutions of the subpoenas (no less than 64 between September 2001 and November 2006 20 -or on average one per month) and therefore of the transfer of data to U.S. authorities.
After the existence of the TFTP program had been published and acknowledged by the U.S. administration in June 2006, European reactions were very critical of it. The European Parliament passed a resolution on 6 July 2006 demanding full information from EU institutions about their awareness of the program and expressing strong disapproval and deep concern about the operation affecting European citizens' privacy in secret; European governments denied previous knowledge of the program; member state parliaments debated the issue and criticised the U.S. administration's actions strongly; 21 and business associations as well as the financial press expressed worries that the data handed over could also be used for the purposes of industrial espionage. 22 A number of data protection agencies in Europe undertook detailed analyses of the case. The German data protection officer, for example, determined that both the mirroring of data to the SWIFT data processing centre in the United States and the passing on of data to U.S. authorities are without legal foundation in German and European law; 23 the Belgian data protection commission similarly concluded that SWIFT had broken fundamental EU data protection rules; and the conference of EU data protection officers 19 According to the Canadian Privacy Commissioner's report (paragraph 32), they were:
1. The information is to be solely related to terrorism investigations and cannot be used for any other purpose.
2. Limited sets of messages are given (such messages may be relevant to a terrorism investigation; messages may be from anywhere, not simply a particular country).
3. The data remains under SWIFT's indirect control.
4. The data is protected and kept confidential.
5. SWIFT has a right to monitor and audit the U.S. Treasury compliance with the negotiated arrangement. From a legal point of view, the case is complicated by the fact that it concerns the interaction of state authorities with a private sector actor, namely SWIFT, because of uncertainties over the obligations the firm was under with respect to European and American legislation. From a political point of view the secrecy with which the U.S. administration carried out the data confiscation is clearly very one-sided, and not designed to accommodate in any way EU sensitivities regarding the issue of privacy. In fact, the knowledge that EU institutions and European governments would try to block the data transfer probably was a main reason for the U.S. administration to choose that route.
6 Analysis: Why do the outcomes differ?
Comparing the policy episodes described in the preceding sections of the paper, we find striking differences in outcomes. While the result of the "Safe Harbour" case can be described as a constructive compromise, it is difficult to see the outcome of the PNR episode as anything else than a thinly veiled victory for the American side -a view supported by the court action sought by the European Parliament. In a similar way, U.S. action in the SWIFT case did not even try to reach an understanding with the European side, but instead chose to keep the appropriation of the financial flows data secret. How can these differences be explained?
Political science analyses of transborder data flows between the U.S. and the EU have so far focused on the "Safe Harbour" case and have primarily analysed it from a "constructivist" viewpoint. 28 This perspective emphasizes the importance of values, norms, and discourse over conventional, "realist" analyses of power. With respect to the "Safe Harbour" case, it has been claimed that, especially under conditions of comparable power, dialogue can break logjam, prevent both domination by one side or the decline into (trade) conflict, and that persuasion and argument can achieve results that cannot be explained by conventional bargaining theory. Faced with a difficult negotiating situation, the analysis goes, "[t]hrough a process of argument, [the U.S. and the EU] succeeded in discovering new possibilities of action, reaching a provisional understanding about a new institutional approach to resolving the vexing dispute over privacy regulation, which may be applied to other areas of e-commerce." (Farrell 2003: 302) .
However much this may indeed have been the case in the "Safe Harbour" case, it is difficult to see how the same claims can be made in the PNR or SWIFT cases -and therefore be generalizable for disputes about transborder data flows. In the latter, far from there being persuasion and argument, quite clearly the United States prevailed, achieving their goals of unhindered access to passenger name records and financial transfers data without effective control by the European side over their further use, which goes against the fundamental principles of EU data protection legislation.
To enhance our understanding of the differences between the three cases, further distinctions therefore need to be found, and additional variables need to be investigated for their explanatory potential.
The issue of transborder data flows can be approached from different viewpoints, and different actors can take different positions with respect to these viewpoints. In social science terminology we can say that they "frame" issues in different ways. Frames are the underlying structures of beliefs, perceptions and appreciations on which policy positions rest, and these frames determine what counts as a fact and what arguments are taken to be relevant and compelling (Rein and Schön 1993; Schön and Rein 1994) . For the issue of transborder data flows, three different frames can be hypothesized to exist: one can be labelled "economic interests" and focuses on questions of cost effectiveness, profit and market extension; another one can be labelled "safety interests" and is concerned with such things as reduction of risk and prevention of misuse; and a third one can probably be best described as "civil liberty interests" and centres on such issues as privacy and freedom of information.
The three cases described above, we argue here, fell into two different issue areas, namely business and safety, and the participating actors approached them with distinctive and different frames. In the e-commerce case, the American side used an economic interest frame, while the European Commission used a mix of economic and civil liberty frames. The compromise of "Safe Harbour" was closer to the European position as it took considerations from each frame into account. In the PNR case, the American side used a pure "safety interests" frame, without regard to other considerations, while the European actors used safety and civil liberties frames, but in different measures: the European Par-liament's "dose" of civil liberties was clearly greater than the European Commission's, and since the solution found so far reflects the American preferences more clearly, the difference between the European Commission's and the Parliament's perspective became quite substantial, leading to the European Parliament's court action. In the SWIFT case, the American position was like in the PNR case a pure "safety interests" frame, while European actors again used mixed frames, with in particular the data protection agencies focusing on the "civil liberties" (i.e. data protection) perspective.
Having established that the different cases of transborder data flows led to the actors using different frames -which in itself can account for some difference-, we can go on to look at variables beyond discourse that might shed more light on the reasons for the differences in outcomes. Here we find differences in interests, differences in values, and differences in institutions.
Looking at differences in interests between the actors, we find that there are substantial asymmetries in the first two cases which have likely influenced the outcomes of the respective negotiations -but which have been neglected by constructivist scholars. 29 In the "Safe Harbour" case, the United States were in a weaker position compared to the European Union, because they had a strong e-commerce industry that was conducting considerable business in Europe. With the EU being its largest trading partner 30 and the site of most U.S. foreign investment, with U.S. controlled affiliates depending on information flows across the Atlantic, and with an information-related industry ranging from credit card companies eager to expand into Europe to information brokers such as LexisNexis, the United States had a vast interest in resolving the dispute and not letting transatlantic data flows be interrupted. Furthermore, the U.S. could not have retaliated against any EU actions under WTO rules, thus having to shoulder most of the costs of a potential conflict. All these factors will likely have contributed to the United States' willingness to find a constructive compromise that took the shape of the "Safe Harbour" agreement.
In the PNR case, strengths and weaknesses were distributed quite differently: here the European Union found itself in the weaker position, being confronted with the threat of a withdrawal of landing rights for European carriers in the United States. 31 While the EU stresses that it had to keep the interests of 10-11 million transatlantic passengers in mind, this was also a commercial decision. A huge amount of business was at risk, which might have bankrupted national carriers who would have lost profitable business to their U.S. competitors. And again, no retaliation would have been possible under WTO rules. With the odds against them in this case, the European side will likely have found agreeing to U.S. demands more appealing than fighting for their concept of data protection on grounds of principle.
A closer inspection of the two policy episodes analysed here thus reveals considerable asymmetries. The assumptions made by constructivist scholars about "comparable" 29 Since there have been no negotiations between the U.S. and the European sides in the SWIFT case so far, it will be excluded from consideration in the further analysis of this section. bargaining powers between both actors in the "Safe Harbour" case (cf. Long and Quek (2002: 326, 340) ) thus have to be refuted, which also casts doubt on their emphasis of argument and persuasion as the central explanatory variables of the result. And if asymmetry in this case has contributed to the outcome, a reverse asymmetry has likely contributed to the result in the PNR case. But these differences in interests are not the only explanation for the divergences in outcome between the "Safe Harbour" and the PNR and SWIFT cases. There are also deeply rooted value differences concerning privacy, and ongoing differences in institutions between the European and American sides. Both factors can help us further to understand the developments in this policy area.
As briefly pointed out above, conceptions about privacy differ considerably on both sides of the Atlantic, and these differences are deeply rooted. If the U.S. legal approach is akin to a "patchwork", as quoted above, and almost exclusively directed towards the public sector, the European approach must be characterized as being comprehensive: its privacy regulations apply to public and private sectors, they apply to a wide range of activities, impose affirmative obligations, and they have few, if any, sectoral limitations (Swire and Litan 1998: 23) .
These different approaches reflect fundamentally divergent regulatory regulatory philosophies in the sphere of privacy. 32 The European approach sees privacy as a fundamental or human right, which is a precondition for the individual's autonomy and thus cannot be traded away. The burden of protection rests not with the individual, but with society. Explicit statutes and regulatory agencies to oversee enforcement are the chosen mechanisms for this, and protection can be seen as being proactive, not reactive. Historical experiences with dictatorships such as the Nazis (who used census data for the holocaust) and repressive regimes in East Europe have sensitized Europeans to the importance of data protection. The absence of such experiences, combined with a long tradition of distrust against government, led to a preference for markets and self-regulation in the area of commerce generally and also privacy in the United States. Privacy is seen as a property right rather than a human right, a commodity that is tradeable, and the legal system treats it like private property. Therefore the private sector and free market are seen as the most effective mechanisms for protecting privacy, with the focus being more on the consumer than the citizen. Consequently protection is often more reactive than proactive.
Many scholars expected the existence of the European Data Protection Directive to lead to a "ratcheting up" of U.S. personal privacy standards through a variety of mechanisms such as EU collective action and market clout, firms' desire to expand their markets and the constraints of supranational trade rules (see, for example, Regan (1993); Shaffer (1999 Shaffer ( , 2000 ). So far, this has not materialized -there has been no comprehensive privacy legislation, and no institutionalisation in terms of a federal agency or a commissioner for privacy in the United States, and there are currently no plans for such a change. This suggests that the fundamental philosophical differences outlined aboveon which it is not really possible to compromise -exert a powerful influence in favour of 32 See for example Zwick and Dholakia (2001) , Long and Quek (2002: 331f.) or Kobrin (2004: 115f.) .
the status quo that is not easily overcome.
Furthermore, the continuing differences in the institutionalisation of privacy matters on both sides of the Atlantic serve as a further reinforcement mechanism for continuing difference. It can probably best be illustrated by the advantages institutional isomorphism might generate: If institutions existed on both sides that had similar remits, they would likely be charged with conducting negotiations about transborder data flow issues, which would facilitate similarity in perspectives and a build-up of trust over repeated interactions in different issue areas. The absence of such an institutional match makes negotiations more difficult because learning is unlikely to take place if each issue is negotiated by a different institution on the American side.
Conclusion
This paper has compared three cases of transborder data flows that fall into two different issues areas -business and safety. It has found that transatlantic negotiations over issues of privacy have led to quite different results in the three cases, one resulting in a compromise, while the other two have seen the U.S. position prevail: a substantial acceptance of American demands and a giving in on the part of the European Commission in the PNR case, 33 and completely unilateral U.S. action in the SWIFT case.
This comes as some surprise -not only because scholars had expected U.S. privacy regulations to be "ratcheted up" as a result of the EU Data Protection Directive (as seen in the previous section), but also because initially political scientists had analysed this policy area as leading to "policy convergence" and learning from each other's experiences, and had projected these trends to continue into the future (see, e.g. Bennett (1991a Bennett ( , b, 1992 ). Similarly, scholars taking a "constructivist" approach to the analysis of international negotiations on transborder data transmissions (e.g. Long and Quek (2002); Farrell (2003) ; Regan (2003) ) had pointed out the importance of argument and persuasion in the solution of the case about e-commerce and the "Safe Harbour" agreement, as seen above.
In the light of the case studies presented in this paper, these claims seem questionable now and will need to be reevaluated. This paper has argued that an approach that combines the analysis of "frames" with interests, values and institutions can better account for the differences, explaining both the successful compromise in the "Safe Harbour" case and the rather one-sided results in the PNR and SWIFT cases.
33 The latter assessment is also supported by the stance adopted by the Commission after the ECJ ruling on the PNR case mentioned above. In a more general view, one can speculate that in the post-9/11 world a "policy window" (Kingdon 1995) has opened for political forces aiming to reduce privacy protection. If that were the case, this would surely run counter to all attempts at establishing an international regime in the area of privacy and data protection. While such a wideranging hypothesis can ultimately only be supported or refuted by future research, this paper will conclude by offering some analytical considerations about potential scenarios regarding conditions that may help or hinder such an endeavour.
According to Stephen Krasner's (1983: 186) well-known definition a regime rests (apart from explicit and implicit rules) above all on the expectations of the participating actors. An international data and privacy protection regime would require an considerable number of additional participants beyond the European Union -what expectations concerning their utility would these potential participants have?
Whether regulatory competition will lead to a "race to the top", i.e. a general rise in the level of protection (often referred to after David Vogel's (1986) terminology in his study on the proliferation of environmental standards as the "California effect"), or to a competitive lowering of regulatory standards, the dreaded "race to the bottom", depends on a number of preconditions. Cooperation is more easily achieved -the more quickly utility gains materialise for all participants, -the lower the incentives for "free riding" are, and -the less sensitive the coalition of cooperating actors is against defection.
The fact that "free riders" profit can be an incentive for non-cooperation -for example in the area of tax harmonisation, where non-cooperation can be highly lucrative for single countries if they position themselves as tax havens. On the other hand regulatory standards often create public goods by establishing common points of reference which may contribute to market growth. The international agreements concerning minimum capital standards in international banking are a good example for this -they spread quickly and successfully and can be regarded as indicative for a "California effect". 34 What will the utility gain for cooperating participants in an international privacy and data protection regime likely look like? We can discuss that with reference to a Schelling diagram. It depicts the change in an actor's utility depending on his or her own choice of strategy and that of the other actors (see figure 1 on the following page). If we limit the choices to "cooperation" and "defection", then an actor's utility in the case of cooperation with the regulatory regime is determined by the C-curve; in the case of non-cooperation, by the D-curve. A self-sustaining cooperation will occur if k or more actors cooperate -for then their utility is at least as big as without any cooperation. 35 But also in this situation, incentives for defection remain -they will only disappear at point h, when cooperation brings greater utility then defection. Obviously, this is only a highly schematic illustration, that is not geared towards the specific case under consideration. But nevertheless we can deduce some general statements from it: since the EU countries already cooperate, we can assume that an international privacy and data protection regime would already be beyond the point k -it might therefore be the case that the EU standard could spread further rather quickly, which obviously depends on the positions of the curves and the degree of their convergence. As mentioned above, figure 1 merely serves as a heuristic device here.
Assumptions in favour of a positive dynamic towards a regime include the fact that acceptance of the existing standard will win outsiders access to the EU data processing market; that there is no alternative regulatory model competing on the international level; and that the early setting of a standard can lead to a "lock-in" with rising costs of exist for all participants -a process particularly likely in technological areas (Pierson 2000) . From a regime theory point of view it would be especially interesting that rule-making would then not only occur without the participation of, but even against the interests of the hegemon USA. Indeed, the European Union has in the past been more successful in setting product regulation standards than the United States in a considerable number of areas, as Walter Mattli and Tim Büthe (2003) have demonstrated. Their work also shows that the decisive influence here emanates from the structure of European national and supranational institutions -who manage the task of coordination and information sharing between public and private actors better than is the case in the United States. The same could apply to the area of data traffic.
However, much of the above is speculative, and predictions are, as is generally known, difficult -especially if they concern the future. The influence of the 9/11 attacks has driven home that point quite forcefully, as became evident in several of the sections of this paper. In a similar way, future events could unfold to have a disruptive effect. It would thus seem plausible to sketch two potential scenarios:
-on the one hand, there could be the development towards a relatively stable regime of privacy and data protection that will likely take the EU rules as the common starting point;
-on the other hand, there could be a development that would eschew a coherent international framework of rules in favour of either ad-hoc agreements (as in the case of the passenger name records transmission) or completely unilateral action (as in the case of the SWIFT financial data confiscation).
It would seem likely that the choice between these two scenarios will be determined by the frame dominating this policy area in the next years. If it is that of economic interests, then the regime scenario would appear to be the more likely development; if it is that of security interests, then the ad-hoc and unilateral action scenario would seem the more plausible one. 
